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OVERVIEW

Since November 2001, through a public- private partnership, the Centers for Disease
Control and Prevention (CDC) and its public hedlth partners a the state and local levels
(including APHL,, ASTHO, CSTE, NACCHO, NAHDO, and others), the eHedlth
Initiative (eHI) and its members, and now the Centers for Medicare and Medicaid
Services (CMS) have been working on a collaborative effort to bolster the public hedth
infrastructure and connectivity between multiple hedlth care organizations and public
hedlth partners across the country, which will not only improve our nation’s public hedth
survelllance capability, but will dso ultimately improve the ddivery of care acrossthe
entire hedlth care sysem. This public-private sector collaboration has focused on filling
this public hedth information gap by leveraging current health care information systems
and other existing electronic health care data sources to enhance public hedth
survelllance processes (including collection, organization, andys's, and dissemination).

Through the Foundation for eHesdlth, the private sector through eHlI, CDC, and now CMS
will work together with health care providers, state and local public hedlth agencies, and
locd coditionsto identify critica public hedth and qudity-related data needs and
develop drategies to rapidly, efficiently, and securely capture and tranamit relevant

hedlth care information to and among public hedth partners. Such information will likely
include specific [aboratory and pharmacy transactions, emergency room visits, hospita
admission data, and data from out- patient vists. These datawill beintegrated and
transmitted usng CDC' s Nationd Electronic Disease Survelllance System (NEDSS),
which isabroad initiative desgned to use nationa data and information system standards
for the development of efficient, integrated, and interoperable survelllance systems a
date and locd levels.

The work described above is taking place both at the national level and at the state and
loca leve through demondration projects. The work et the nationd leve isinvolving the
CDC, CMS, date and loca public hedth partners (including but not limited to APHL,
ASTHO, CSTE, NACCHO, NAHDO, NAPHSIS, etc.), eHI and its members (including
hedlth care providers, hedth plans, hedth care information technology vendors,
organizations which house large amounts of clinica and adminidrative data, nationd
standards organizations such as HL7 and LOINC, and non-profit organizations interested
in furthering this agenda—such as AMIA), loca hedlth data coditions, privacy and
security experts, and other key stakeholders.
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UNIQUENESS AND SIGNIFICANCE OF THISINITIATIVE

Thisinitiative is sgnificant because members of eHl develop hedth care information
technology systems and servicesto or obtain data from amajority of the point-of-service
hedlth care providers in the United States, including hospitals, pharmacies, and office-
based providers.  For example, members of eHlI provide hedlth care information systems
for over 80% of the nation’s hedth systems and manage over 25% of the nation’s
pharmecy information.

Thisinitiative is unique in that it leverages exiging private sector information systems

and eectronic hedth care data for the benefit of the public hedlth sector. Thisiscritical,
because our nation’s providers are currently facing a multitude of cost and quality issues.
Coordinating efforts among public and private stakeholders will help our nation's
providers play their important role in community survelllance and detection by reducing
the burden on and improving the effectiveness of an dready chalenged sysem. By
leveraging exigting sources of eectronic community health care information, public
hedlth survelllance can expand without increasing the data- sharing burden currently
placed on dl types of health care providers.

Thisinitiative represents a critical next step towards accelerating greeter data
gandardization, enhancing information sysems interoperability, and facilitating broad
adoption of supporting policies and technologies. The power of combining a nationd
need for interoperable systems with data and architectura standards through CDC's
NEDSS with the expertise and leadership of hedth care industry leaders and national
dtandards organizations, is extraordinary, and will provide the catalyst thet is needed to
drive greater data standardization, connectivity and compliance with privacy and security
policies—all of which serve as criticd barriersto anationd hedth information
infrastructure which is greetly needed to drive grester quality hedth care.

ALIGNMENT WITH BROADER HEALTH CARE OBJECTIVES

CDC is committed to improving the public hedth infrastructure, including systems at the
Federa, date and local levelsthat are essentid to assess hedlth risks, detect and prevent
disease and monitor environmental conditions.

Themisson of both eHI and the Foundation for eHedlth isto improve the quadity, safety

and cost- effectiveness of hedth care through the use of information technology. As

noted in the recent NCVHS report Information for Health: A Strategy for Building the
National Health Information Infrastructure, we as a nation have atimely opportunity and
an urgent need to build a21% century hedlth support system—a comprehensive,
knowledge-based system capable of providing information to al who need it to make

sound decisions about hedlth. Thisreport does not cal for anational database of patient
records or a centralized hedlthcare system--it instead cals for an interconnected set of
technologies, practices, relationships, sandards, and applications that support the many
facets of hedlth and hedlth care.
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One of the primary barriersto anationa hedlth information infrastructure isthe lack of
clinical data standardization and connectivity within and across hedlth care systems
across our nation. eHI and its Foundation for eHedth have engaged nationdly
recognized expertsto articulate a“path” or ahigh-leve srategy for moving forward on
clinica data standardization, with the god of driving more rapid adoption of and
compliance with existing standards and accel erated development of other needed
standards.

As noted in arecent Gartner Group research note, “...anyone who has followed the
information standards process knows that standards adoption is acomplex process, tricky
to start, and easily derailed. The adoption of the processis often influenced less by the
quality of the standard than by the economics of the adoption process within the affected
market or industry.” Itisour intent that, by convening public and private sector
stakeholders around a small, workable set of data dements which serve ahighly
important nationa objective--such as public hedth survelllance-- and by directing federa
and gate funding towards an eectronic public surveillance syssem which aso serves as
the foundation for data sharing and connectivity amongst a broader set of hedthcare
stakeholders for abroader set of health care goals—together we will jump-start and
further data standardization and connectivity efforts across the nation’s hedlth care
system, so that sgnificat gains can be made related to the quality, safety, and cost-
effectiveness of hedth care for al Americans.
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OVERVIEW

Since November 2001, through a public- private partnership, the Centers for Disease
Control and Prevention (CDC) and its public hedth partners at the state and local levels
(including APHL,, ASTHO, CSTE, NACCHO, NAHDO, and others), the eHedlth
Initiative (eHI) and its members, and now the Centers for Medicare and Medicaid
Searvices (CMS) are working on a collaborative effort to bolster the public health
infrastructure and connectivity between multiple hedlth care organizations and public
hedlth partners acrass the country, which will not only improve our nation’s public hedlth
survelllance capability, but will aso ultimately improve the ddivery of care acrossthe
entire hedlth care sysem. Improving the public hedth infrastructure is a critica objective
for the nation. The Adminigtration, Congress, the CDC and other expert public hedth
organizations recognize tha public hedth surveillance must be enhanced throughout the
nation’s public heath system, especidly a the locd and Sate levels, to rapidly detect
unusua, unexpected, or unexplained community hedlth events and react to them with
appropriate resources.  This public-private sector collaboration has been focused on
filling this public hedth information gap by leveraging current health care information
systems and other existing electronic health care data sources to enhance public hedth
survelllance processes (including collection, organization, andysis, and dissemination).
As noted above, recent discussions with CM S indicate that they will join the
collaboration, as they are dso interested in the transmission of standardized eectronic
data from our nation’s providers, to support quality of care objectives.

Through the Foundation for eHedlth and with the support of our Foundation partner and
convener, eHl and its members, CDC, and now CM S will work together with hedth care
providers, state and local public hedlth agencies, and coditions at the state and locdl
level. Together, we will identify critical public hedth and quality-related data needs. We
will then develop drategies to rapidly, efficiently, and securely capture and transmit
relevant hedth care information to and among public heglth partners. Relevant
information will likely include specific laboratory and pharmecy transactions, emergency
room visits, hospital admission data, and data from out-patient vists. These datawill be
integrated and transmitted using CDC's Nationd Electronic Disease Surveillance System
(NEDSS), which is abroad initiative designed to use nationd data and information
system standards for the development of efficient, integrated, and interoperable
surveillance systems at state and locd levels.
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Thisinitiative is sgnificant because members of eHl develop hedth care information
technology systems and servicesto or obtain data from amajority of the point-of-service
hedlth care providersin the United States, including hospitals, pharmacies, and office-
based providers.  For example, members of eHI provide hedth care information systems
for over 80% of the nation’s health systems and manage over 25% of the nation’s
pharmecy information.

Thisinitiative isunique in severd ways. Firs, it leverages exiging private sector
information systems and e ectronic hedth care data for the bendfit of the public hedith
sector. Thisiscritica, because our nation’s providers are currently facing a multitude of
cost and qudity issues. Coordinating efforts among public and private stakeholders will
help our nation’s providers play their importart role in community survelllance and
detection by reducing the burden on and improving the effectiveness of an aready
chdlenged system. By leveraging existing sources of dectronic community hedlth care
information, public hedth surveillance can expand without increasing the data- sharing
burden currently placed on al types of hedlth care providers. Second, it tests various data
and technology migration strategies to ensure achievement of nationd integration
objectives.

Third, thisinitiative represents a critica next step towards accelerating greater data
gtandardization, enhancing information systems interoperability, and facilitating broad
adoption of supporting policies and technologies. The power of combining a nationa
need for interoperable systems with data and architectura standards through CDC's
NEDSS, with the expertise and leadership of hedth care industry |leaders and nationa
dandards organizations is extraordinary, and will provide the catalyst that is needed to
drive grester data standardization, connectivity and compliance with privacy and security
policies—all of which serve as critical barriersto anationd hedlth information
infrastructure which is greetly needed to drive greater qudity hedth care.

HIGH-LEVEL OBJECTIVESFOR THE PUBLIC-PRIVATE SECTOR
COLLABORATION

As noted in the Memorandum of Understanding between the CDC and eHl, the
objectives of the Collaboration are as follows:

Convene public and private stakeholders with interests in the collection and
andyds of data from sources of eectronic hedlth care data for public hedth (and
now hedth care quality-related) purposes.

|dentify deta thet will be potentialy useful to public hedth surveillance,

Conduct exploratory analyses to evauate utility of such datain dectronic formats
(e.g. geographic coverage, timdiness, basdine variahility).

Evduate the feasbility of and methods for rapidly capturing and tranamitting

such data
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Develop and test dtrategies to assst in the rapid capture and transmission of data
specified from various sources usng NEDSS, which is designed to ectronicaly
facilitate the collection, management, transmission, analysi's and dissemination of
survelllance data

Work closdly with key stakeholders to address other critical issues associated with
implementation, such as those related to “ data ownership,” loca partnership
development, data standards, and privacy and security--by hdping to frame the
issues and defining the necessary steps to address these concerns.

The work described above is taking place both at the nationa level and at the sate and
locd levd through demondration projects. The work a the nationd level isinvolving the
CDC, CMS, gate and local public hedth partners (including but not limited to APHL,
ASTHO, CSTE, NACCHO, NAHDO, NAPHSIS, etc.), eHl and its members (including
hedth care providers, hedth plans, hedth care information technology vendors,
organizations which house large amounts of clinicad and adminidrative data, nationa
standards organizations such as HL7 and LOINC, and non-profit organizations interested
in furthering this agenda—such as AMIA), coditions (such asthose working in
Massachusetts, Minnesota, Utah, Washington, and North Carolina, in conjunction with
the HedlthKey Collaborative), privacy and security experts, and other key stakeholders.
The work of the Collaboration at the nationa level will be led by a Steering Group, or a
consortium of key stakeholders, including the above-identified parties, aswell as our
foundation convener/partner.

The Collaboration will then test the developed strategies and gpproach through a set of
demondtration/pilot projects a the state and locd leve, which will be driven by loca
stakeholders and supported by many of the entities as outlined above.

THE PUBLIC-PRIVATE SECTOR COLLABORATION TO IMPROVE PUBLIC
HEALTH —AT THE NATIONAL LEVEL

In order to achieve the objectives described above, since November 2001, participantsin
the Public- Private Sector Collaboration to Improve Public Health have been and will
continue to focus on the following:

Convening public and private stakeholders with interests in the collection and
andlysis of data from various dectronic hedlth care information sources for public
hedlth and hedlth care quality-related purposes.

Deveoping public hedlth and hedlth care quality data requirements.

Evduaing the high-leve feagbility of obtaining such detain dectronic formats
from exigting hedlth care information system gpplications and other data sets
within the current heglth care delivery system, by applying a set of developed
criteria

Deveoping strategies to tranamit such data from existing information sources
within the hedlth care ddlivery system.
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Developing a set of objectives and evauation criteria for demonstration/pilot
projects to test such Strategies.

Working with a set of demonstration sitesto test strategies devel oped.

Evduating strategies devel oped, through the work and results of the
demondtration/pilot projects.

Incorporating knowledge gained from both the designated demondtration Sites, as
well as other demondtration projects across the country, to refine and improve
drategies.

Disseminating knowledge gained from the processto al key stakeholdersto
catalyze and improve data standardization and connectivity-related projects across
the U.S. hedlth care system.

It is anticipated that this work will be funded through a combination of foundation,
government, and other private sector grants and contributions.

To assg in this Collaboration, eHl is exploring strategic dliances with other
organizations with smilar gods, such as the HedthKey Collaborative, who in the padt,
have worked with anumber of states to facilitate the sharing of hedlth care data and
information for public hedth and hedlth care qudity-related purposes.

THE DEMONSTRATION PROJECTS—AT THE LOCAL LEVEL

As noted above, the Collaboration at the nationd level will develop nationd requirements
and drategies to leverage sources of dectronic hedth care information to provide data to
support public hedth surveillance and hedth care qudity-related processes. These
drategies will be tested through a set of demondtration projects, which will be driven
from the date and locd levels. These demondration projects will likely involve state and
locd public hedth agencies, CDC, eHlI, local providers, hedth care information
technology suppliers, nationa organizations which house large amounts of clinical and
adminidrative data, sandards organizations, coditions such as the Hedth Key
Collaborative, privacy experts, and other critical stakeholders. Recent discussons with
CMSindicate that they may participate in such demondiration projects. Again, thiswork
will take place at the state and locd level and will be led by state and local consortia
and/or gtate and loca public hedth partners.

It isanticipated that funding for these demondration projects will come from a
combination of governmenta sources a the federd and state level (including FY 2002
emergency supplementd and FY 2003 funding provided to the states by various federd
agencies), foundations, private sector contributors, and local project participants.
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The following summarizes the proposed work and objectives related to such
demonstration projects.

Objectives. At least three demondration Ste locations will be identified to rapidly
develop the capacity to use existing data sources to provide data to and among locd and
date public hedth agencies.  Theinitid implementation Stes will seek to achieve the
following objectives.

Test drategies developed at the nationd level using a previoudy established core
set of datatypes.

Demondtrate that a standardized approach can be implemented across arange of
systems, vendors, and hedlth care ddivery organizations.

Produce tools and methods that can be easily replicated in a broad range of
geographic and hedlth care settings.

Develop a detailed understanding of the requirements to make priority datatypes
available for public hedth surveillance,

Create arange of options for meeting the data aggregation and reporting
requirements of local and state public health organizations.

Data. Through thework of the public- private sector collaboration, CDC and eHlI
developed a priority set of data types that are perceived to be vauable for public hedth
survelllance and which can be rapidly implemented at areasonable cost.  The following
summarizes those data types.

Data Type Rationale

Lab Results Lab results are generally rapidly available and can provide public health officials
with datathat may assist them in identifying potential outbreaks

Orders Tracking the orders for specific types of tests might enable public health officialsto
identify potential outbreaks earlier.

Microbiology | Microbiology test results are indicators of a number of diseases that are ahigh

Results priority for public health surveillance.

Complaints This data has high potential value for public health surveillance.
There will be limitationsin the areas of coding and data quality. It may be necessary
to work with both coded and free text data. It will also beimportant to differentiate
complaints based on their source, e.g., provider, patient, etc.

If the demonstration projects can develop broadly applicable strategies for
addressing these limitations this will be amajor step forward in making this data
available for public health surveillance.

Patient Will need to be linked to all other datatypesin order to provide meaningful
Demographics | information.
Patient demographics alone would not be useful for public health surveillance
Pharmacy The existence of large sets of these data and the importance of such makethisa
viable option.
Diagnoses These data are highly standardized and the ease of export is deemed to be high.
(Admitting
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Data Type Rationale
(Admitting
and/or

Discharge)

It is anticipated that the above-identified data types will be the focus of initia
implementation efforts. During subsequent phases additiona data types will be added to
the core set.

Data Sour ces. Each initid implementation site will seek to leverage the sources of
electronic hedth care data avalable within its hedlth care ddivery environment. At a
minimum, each of theinitia three sites under the Collaboration will capture data Streams
from hospitals. In some locations it is adso desired that we capture data streams from
commercid laboratories, public hedth laboratories, non-hospita hedlth care settings and
other large adminigrative and clinica datasources. It is expected that multiple vendor
systems will be represented among the health care organizations participating in each
demondtration location. Thiswill enable each location to develop tools and methods that
are vendor-independent.

Data Normalization Toolsand Methods. Demongration siteswill need to develop
drategies for making data with variances in transaction structure and coding useful for
public hedth survelllance. In the long term, improvements in the sandardization of
transaction structure and coding will diminate the current variability. Each jurisdiction
may need to develop Strategies that are tailored to the capacity of the information sources
from which data are extracted and the public health departments that will use the data.
Issues of security and confidentidity will aso be animportant consderation in sdlecting
aloca approach.

Data Recipients. Eachinitid implementation Ste will determine the public hedth
organizations that will receive the surveillance data. The projects will maintain the
flexibility to adapt to the current state and local practices for acquiring and andyzing
public hedlth survelllance data

Confidentiality and Security. Ensuring the confidentidity and security of dl datawill
be critical to the success of thisinitiative. All demongrationswill comply with the
requirements of HIPAA. Each initid implementation Ste will have find authority over
the security and confidentidity methods, policies, and procedures that they will adopt.

L ocal Project Management. Each location will have an organization that is responsible
for project management.  Project management will include:

Establishing and maintaining working relationships among the public and private
organizations participating in the demongtration.

Ensuring that confidentidity and security methods, policies, and practices are
developed and maintained.
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Overseaing the development of dtrategies and tools for data normdization.

Defining and overseeing the implementation of the methods and tools required to
support data sharing with public hedth agencies.

Sharing results with the public- private collaboration at the nationd level aswell
as other demongration sites involved in the process, to facilitate learning and
improvemen.

Leveraging The Work of Existing Projects. In order to be effective and drive
sustainable change, this Collaboration will seek to work closely with other demondtration
projectsthat are aready in process, such as those performed by various locd health data
consortia

Reporting and Incor porating Knowledge Gained From Other Demonstration
Projects. Each demondtration project will be responsible for reporting results and
knowledge gained both to the other demongtration sites and to the public-private sector
collaboration a the nationd leve, which will synthesize, evauate and share the
information with al key stakeholders, and modify nationd Strategies and requirements as

appropriate.

It is a0 anticipated that the results and knowledge gained from other demongtration
projects across the nation (beyond the initid pilot Stesidentified as part of this project)
will be fed into the public-private collaboration at the nationd levd, to facilitate
improvement of nationa strategies for standardization and connectivity across the entire
hedlth care system (for both public health and non-public hedth purposes).

Evolution. Each project will undertake an initid implementation phase that will a a
minimum accomplish the following:

Egtablish a basdline capacity to extract priority public hedth data from exiging
sources of eectronic health care data including data from multiple vendor hospital
systems and other data sources (e.g., office-based providers and pharmacies)
across multiple hedth care organizations

Apply tools and methods that will address inconsstenciesin transaction formats
and data coding

Deveop the mechanisms for providing public health organizations with the data
that will enhance their cgpacity to conduct public hedth survelllance

After theinitid implementation is completed, it is expected that locations will expand
their capabiilities by increasing the number and types of participating hedth care
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organizations and other sources of eectronic hedth care information by incorporating
new data types into the extraction and reporting processes.

ALIGNMENT WITH BROADER HEALTH CARE OBJECTIVES

CDC is committed to improving the public hedth infrastructure, including systems at the
Federa, sate and local levelsthat are essentid to assess hedlth risks, detect and prevent
disease and monitor environmenta conditions.

The mission of both eHI and the Foundation for eHedlth isto improve the qudlity, safety

and cost-€effectiveness of hedth care through the use of information technology. As

noted in the recent NCVHS report Information for Health: A Strategy for Building the
National Health Information Infrastructure, we as a nation have atimely opportunity and
an urgent need to build a 21% century health support system—a comprehensive,
knowledge-based system capable of providing information to al who need it to make

sound decisions about hedlth. This report does not cal for anational database of patient
records or a centralized hedlthcare system--it instead cdls for an interconnected set of
technologies, practices, relationships, standards, and applications that support the many
facets of hedlth and hedlth care.

One of the primary barriersto anationd hedlth information infrastructure is the lack of
clinicd data sandardization and connectivity within and across hedth care systems
across our nation. eHl and its Foundation for eHealth have engaged nationdly
recognized expertsto articulate a“path” or ahigh-leve srategy for moving forward on
clinicd data sandardization, with the god of driving more rapid adoption of ad
compliance with existing standards and accel erated development of other needed
standards.

Asnoted in arecent Gartner Group research note, “....anyone who has followed the
information standards process knows that standards adoption is a complex process; tricky
to sart, and easly derailed. The adoption of the process is often influenced less by the
qudlity of the standard than by the economics of the adoption process within the affected
market or industry.” It isour intent that, by convening public and private sector
gtakeholders around a small, workable set of data dements which serve ahighly
important national objective--such as public hedth survelllance-- and by directing federa
and gate funding towards an eectronic public surveillance system which also serves as
the foundation for data sharing and connectivity amongst a broader set of hedthcare
stakeholders for a broader set of hedlth care goals—together we will jump-start and
further data standardization and connectivity efforts across the nation’s hedlth care
system, so that significant gains can be made related to the qudity, safety, and cost-
effectiveness of hedth care for al Americans.
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